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> SEFT S H AR A
» Telnet
» SSH

. BT AR




a2 Bk 5528 inetd 5 xinetd
“HP ANEFEVERE, TETR AR O EL

> W TR 2 m

o F PR e I, fork 738, ARAMENIET
o FZ kS5 e31EN inetd / xinetd FTE 4217

» daytime -~ chargen - telnet......
> W ARS e r] LLERHISTT, L A] DUE Y fdfT

» httpd ~ cvspserver




telnet ARSS7E inetd | BEC &

» L telnetd
» 12X Jetc/inetd.conf
o KDL N AT R BB AT 5 £ 1
> NERIE XA TRIE BN AT

telnet stream tcp nowait root /usr/libexec/telnetd telnetd
telnet stream tcp6 nowait root /usr/libexec/telnetd telnetd




telnet RS 1E xinetd T B &

» xinetd JE I L inetd iR iR S5 B 7S
o B HEE telnetd
o 1E Jetc/xinetd.d Nl telnetd A4

service telnetd
{
disable = no
socket type = stream
wait = no
user = root
server = /usr/libexec/telnetd
log on failure += USERID



telnet HI4F =

> T8 H 25 R

> TR & NEMS 2 I

> TG TR B
> (R

N
o P EURS

> B RAFRITR 0L N ANERE L

» 1F telnet AR

SR (e kay, E1FE

PREAT

| telnet IR55

55 AT AN BT

1 100t %ﬁ%




sshd &2

» sshd 15 A] I/E inetd B} xinetd BT84 1T
o (B —H ) IR ARRF EBE & N stand alone BIARSS &5
o KERIT ZATHR AR BRIA 23 TT B BB E sshd
» SSH1 5 SSH2
» SSH1 5 SSH2 & N RE BN E MY
» SSH1 tRUEEIE NN, (EANPRUEZERE H bR Al 5E
> AT HE B SR
» SSH2 e HReE i, (HEEHHENE—LL
» AT BRI TR
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1E KL AEN L HY public-key

o KA RN AT Y public-key 10 < 7F AN,
s TERELE SHOME/.ssh/known-hosts
> PRI EINL ST 45 HEE , ING T %F

Are you sure you want to continue connecting (yes/no)?



KHEC SR A R0

%

CEISH RN B
o WNFR T Hlar B3 RN S B key LA

» B i Bx SHOME/.ssh/known-hosts 7 T8N 4T

CCEEEEEEEEEEEEECEECEEECEEECEEEEEECEECEEECEECEEECEEEEEEEEEEE
@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @

CECEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!

Someone could be eavesdropping on you right now (man-in-the-middle attack)!
It is also possible that the RSA host key has just been changed.

The fingerprint for the RSA key sent by the remote host is

G O S O S O G O S O G O G O S Y SR O G O L S G O S N Y S Y S A O

Please contact your system administrator.

Add correct host key in /home/someone/.ssh/known hosts to get rid of this
message.

Offending key in /home/someone/.ssh/known hosts:1

RSA host key for some.host has changed and you have requested strict checking.
Host key verification failed.
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2T key B & IAIE

> JRIH A A
» A2 RSA A 5H 1 FVEHZ RS X
» ZNH PR T private key
» public key L {Z 2 iE] 28
» e 28 A RBENLZS, H public key IN%E
» INHBFH private key 8%, LI UERA B 251 &%

» Public key V{218 B4 H# FH 615k
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» ssh-keygen -t rsa

> — [ a4

o HACHI A - ANHAFRUE SHOME, . ssh

> T
> IkS5umE AN SHOME/ . ssh H3K, WIANFEAEN] Bl %
» KF id_rsa.pub B 5 2| authorized_keys 147K
» LA HERLZ 2 1 keys , BAT—1
> WIRAZ AN O3




ssh 25 ' v {3

» ssh 72 FH 221

Ll 2

o -p ﬁ% l:] %

S BN 0 A o) = = s 3| s AP, = A
» AR A AR S5 o

» R LARYR H ;AN B bRk - AR HE B AR
» R A3 R AR S5 o

G
» MFE UL £ RS 7




scp fif &

» FLRAT T

» scp [options] user@remotehost:remotepath localpath

» scp [options] localpath user @remotehost:remotepath
AL [T 4, 3
TS
» -P ¥ H 5

b -1



sftp R 5%

» 158

4

| sftp &%,

=

172 17:  sftp [-oPort=<port>] <host>

» BEE sftp AR S50
> sftp ARS5¥RIEN ssh BI—"1>F RGBT
» £ /etc/ssh/sshd_config B LB A] TUAT AP B 12

Subsystem

sftp /usr/libexec/openssh/sftp-server



fish 1/

» KDE Bt [ fish 7%
» BRF B FHAT ssh A% Hi
» REHENIRLF, #HRAEDUR N fE &
> 5 FH PR
» FEHIHEF=% A :  fish://userid @host/path

> 5L ST HE 18] ] 25 A5
> Iy N E G i R AT RS 344 3k — IR B SO
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B HE(0): L|® fish:jjedward@192.168.100.16/homeafusers/edward/c_cpp/kittie

W

2 B3 2 P

B ©

Debug doc in out Release res
Loteucderatical A Last Hodifie
¥ Lofeucdoritical tinclude <instr
“'jm CofeucdFileutal $includs <ieHan
Lo Filental tainclude <sstre
. reucdlansuase finclude "kitti
- feucd longuage #include "wersi
- . .feucdstringut ] e ] ] =] ] tinclude “strin
Q . .feucdstringut kinclude “Filey
R TRETT T | | finclude "trace
. .eucdtrace . cp
- ofeucdtrace b #iFnder HINZZ
= i iy I ¥ v
filelist.txt in_kmk.kmk in_kmk.mak in_plugin.inc in_vcprojkmk in_vcproj.mak kittie.cpp
¥ ¥ = = ¥ > =
kittie.krlk kittie.mak kittie.rc out_kmic.kmk out_kmik.mak out_malk.lkmlk out_rmak.mak
tinclude "util.
$iFder HIHZZ
fainclude <Hinds
Felse
#includes <dlfcn
tendif AF HIHZ2
=] ] ] =] ]
7 7 ‘ ‘ 7 7 ‘ 7 i i
%ihruru-hundlt
- - - - -
out_txtkmi out_txt.mak out vcprojkmk  out vcproj.mak plugin.inc tags util.cpp

#irnder _KITTIE
#defin: _KITTIE

Fdefine VERSIOH
f#derane: VERSIOH
fdefine VERSTOH
#derin: VERSTIOH

Fendif AF _KITT

version.h

---------- Ganf
Linking
---------- Ganf
Linkina
---------- conk
Linking
---------- conk
Linking
---------- Gonf
Linking
---------- Gonf
cat

#ifnder _KITTIE
Fderine _KITTIE

tinclude {strin
Finclude <list>
Finclude "in_pl
finclude "out_p
Finclud: "Filed
finclude "langu
Finclude "util.

kittie.h

.

¥

out_plugin.inc

#iFnder _UTIL_A
FdeFin: _UTIL-A

Tifder HINZ2
#ancluds: <Hindo
typeder HINSTAH
Felse

typedel void =1
Fendif A HINZ2

i

util.h

[ [@ [out_vcproj.kmk (740 B) 40 )




Windows ) SSH %,

» STerm
o NIRRT, WEH TE
» B DU{FE A - BBS
> Pully
> DFenR N M2
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PUTTy 3% 454
AL\ B I R % R

gPuTTT’ Configuration
Category:
Logging ~ Options cortroling 55H port forwarding
n TET;:L . Port forwarding
Bell od [ ]Local ports accept connections from other hosts
Features [ ] Remote ports do the same (S5H-2 only)
= Window Forwarded ports:
Appearance
Behaviour
Translation
Selecti
CEIEurIsDn Add new farwarded port:
~ Connection Source port 4567
Data
Proccy Destination bbs tsinghua.edu.cn|
Telnet ) Local (¥} Remote () Dynamic
Rlogin {(®) Auto ) IPvd ) IPvR
-I-55H
e
Auth
X1
Tunnels
Buos w
About ] [ Help Open l [ Cancel
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X server J& HHE 4]

> AR5 vmEAIA T 6000 Y
o PR “:0”, 6001 BN <17, DALERIHE

s 22 P $DISPLAY RIS 25 848 1 IR &5 i

> & AR50 A LR B TR L
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X server 1AL

8

> AR D
> R 2 A B D3RP
> TSR AN BT RRE ~ BERE B

» i X server IAIE 7=

T IP A1 H P 24 BV E xhost

» 7T Magic Cookie HJIAUE Xautority
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xhost 1A F

> P FCA PR
> TEENLER b HIFEE P 2 7 Bii R
» xhost + user @ipaddress

> NTaEMLay NAIETE P Bor iR

» xhost + ipaddress

> NPETE P B R

» xhost +

> R
> NUERESS TR, s




8

Xauthority A iF

> kS5 m
» A % Magic Cookie
» xauth generate ipaddress:display MIT-MAGIC-COOKIE-1
» 41l Magic Cookie
» xauth list
- PR
» 5 A\ Magic Cookie
» xauth add ...




X forward

» SSH HOEUFR & E Gee VE A HE

» 7F sshd Bl & HHFTH X forward S5

» DY /etc/ssh/sshd_config

» $e#l| : “X11Forwarding no”
» B - “X11Forwarding yes”

» BRI -X 244

» ssh 55 5< J5 BEW® H shBL EAH R 5
» Xauthority I\ IE{E B

» $DISPLAY IMEAF &




Windows | ) Xserver

» 5 DL Y Xserver for Windows
» Xwin32

» Exceed
> R
» 7517 Xserver
» B FAF A H SR Linux Plgs
» % & $DISPLAY 2218 A Windows 113
> [RBh A F AR
» 15t H YRR cygwin




Window Manager 7&] i

> Window Manager HJ/E

o ARG HAME S pRail=
o MR DR/~ R~ B/ MU~ BBThEEIRIE
» ‘BH AHIEERE DA e LA
> Bl e B 2R T
» R IS RS2 HI T
> T N &K BRI B2 Fi T
» B LRI F T
» ‘H DI, Window Manager

» kwin ~ metacity ~ fvwm ~ sawfish -~ el7...



TCREERVERT ] Window Manager

» X forward I5f {5 FH ZSH8 Y WM
» Windows | B Xserver A] L1t Windows =3 WM
s B ORI ~ s R E IMEFEEIT N Windows F2
» B A] LI 2 BRI EC N B o2 s WM
> AT Jetc/X11/xinit/xinitrc

> JEE—1 TEEE SR
> W AP FeK
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M EBR (O virtue

virtue

virtue of mortgage

Virtueless
virtueless
Virtuosi
Virtuosity
virtuosity
Wirtucso
virtuoso

Virtuosos

]

.’/ :.I F1& (L)

[] BRiAl (S)

4% <4p@
K B @ 8 & @
— FEMARIVFEAR —>
virtue

{5v\itFu:: “vltFu/n 1 (a) [U]l moral goodness or
excellence £i&; BEELMTERME: lead a life of virtue
itEeifEiE « (esp joc ALIERREIR) a paragon of virtue
EEM#TE. (b)) [C] particular form of this; good habit
FiE, BHFFIIE: (saying ) Patience is a virtue. 7
=—FMEE  « extol, praise, etc the virtues™ of thrift £
. WE . CTRANFIER FEF vicel 1. 2[C Ulthe
~ [of sth/being sth/doing sth) attractive or useful
quality; advantage 5 ; 14k This seat has the virtue
of being adjustable. ZEFREE AL FIPTALZAIELET. + The
great virtue of camping is its cheapness/is that it is
cheap. FEH—X 224 + learn the virtue(s) of
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VIM - Vi IMproved

version 7.0aa ALPHA
by Bram Moolenaar et al.
is open source and freely distributable

Become a registered Vim user! wb=1.png
thelp register<kEnter=  for information

gq<Enter= to exit
help=<Enter> or =Fl= for on-line help
help version7<Enter=  for version info
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T B O AEFCIE A7 FE X server
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> WEMBEOSRT

> — Ml BRI A AR A S RO A E 2 L A
yapil 4 PEEARE

o HRKE EEHE 5 BE
o il O P REEERE 4 3 S MBI o

lUl EW

> Rk SERERIE A EE = TET BN

Mac OS X

W 10.2.6

i'JL']T-?- 128 MB
HhFEER: 500 MHz PowerPC G3




VNC &1

» VNC £ ¥R& Virtual Network Computer
ﬁﬁ/_ﬁﬁﬁ D%F«lﬁﬁ
> 22 i [v1] AR 55 i A 105 B 2 A0 SRR B E
v ANE] RS T A] I AN SR
» Linux [ vneserver — & #SEE A — X server

> kS5

> [

Vi eF B PN 2l o &

{FE % 0] vneserver X 1A%

A

\

qiF 3K

» vncserver B 7B 4R [A] vneviewer &£ &

» vneserver B2 vneviewer A

e A AN R R B E

> LS e R A S SRR ERY K e N TR




VNC TAEJRE

application 1 |

application 2

application 3 |

e

-ll.

-ll.
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X server

B

XVnc

VNo E-EF-.FEF O

VNC Viewer



vneserver B ZEE 5L E

» realvnc

» http://www.realvnc.com

» N%L realvne 4.0 il
> P R A R 155 2052
> BORTHUAN I E N E. X server R
 BEEETFHITHT
> tightvnc

» http://www.tightvnc.com


http://www.realvnc.com/
http://www.tightvnc.com/

realvnc P &

» 1547 vneserver , A RHCE A

» vneserver -depth 24 :1
» -depth KR EH 24 (L EF
> :n ZZ e T A H 5

» X server 15T 6000 + n 5 [
» vncserver Ha T 5900 + n 5 ¥ [

» vie http server kT 5800 + n 5 ¥ir

o FAE vneserver , BEUHEE XA

» vncserver -kill :1
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xstartup Pt & 314

{EI SHOME/.vnc/xstartup /4
> P RO AR B A U BR B O

=5 vineserver M3z

%kk_k

> H

#!/bin/sh

xset +fp "/usr/X11R6/1ib/X11/fonts"
xset +fp unix/:7100

# Uncomment the following two lines for normal desktop:
unset SESSION MANAGER
exec /etc/X11l/xinit/xinitrc

[ -x /etc/vnc/xstartup ] && exec /etc/vnc/xstartup
[ -r $HOME/ .Xresources ] && xrdb $HOME/.Xresources
#xsetroot -solid grey
#vncconfig -iconic &

#xterm -geometry 80x24+10+10 -1s -title "$VNCDESKTOP Desktop" &



vncviewer for Linux

LS P Sl pi = Hieig) Bl

JI:IIEIIEI

WNC server: ||

Ahout... | Dptiuns...l

0],8

Cancel

o L VNG EWEr ConeCLo O pPLIonS

Encoding and Colour Level:

v auto select i* Full {all available calours)

= ZRLE i~ Medium (256 colours)
i~ Hextile i~ Low (B4 colours)

i~ Raw ™ Wery low (8 colours)
Inputs:

™ view only {ignore mouse & keyhoard)
v accept cliphoard from server
¥ Send clipboard to server

v Send primary selection & cut buffer as clipboard
Rdisc:

™ Shared (don't disconnect other viewers)
¥ Full-screen mode

¥ Render cursar locally
v Show dot when no cursor

O

Cancel




vncviewer for Windows

-

¥YHC Yiewer : Connection Details

YHC Yiewer Options

%

1 Server |

ve

[ About.. ] [ Options... l [ oK

|| cancel |

Colour Enceding | Inputs

Freferred encoding
*) ZFLE

) Heutile
) Raw

Mizc Defaults

Colour lewvel

) Full [all available colours)
) Medium [256 calaurs]
) Low [64 calours]
ey low (8 colours)

= | [ mE |
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—FH == 57
A

» B ARSS BT AT
» GNOME FN#E:T esd BLAEE &

» KDE 3T artsd Bt = 25

» xmms + oddcast + shoutcast server TL %



= & ik S5axai o

» KBRS B RIREIAE T A RS
» — MEFRIEFELZ BN, HEBFMITEAXE
> Y5 FH T AR K AT
> o ARG a R [ X [A]
» B RS EEE /dev/dsp
s BRI E B A REE Bk
» B E RS 2R BN ERRIRR E SR E B A XA BN
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> L BB R 3R Bz

» (BIRBhR: O 24
v & SRIW

» FERRTT R

> RIEFE E AR A

= RS as H5 E

» B IR TET/PE" e 7 H SR T
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BT HEREF S5



LT kSS e

» artsd
» KDE [N & iR 48
» IR E EIER T artsdsp
» esd
» GNOME | BB F ARG o
» JB B LSRR TN esddsp
> X RS A AP S IR




GNOME FZE:T esd HmiE = 3=

> kS5 m

» esd -tcp -port 16001 -public
- PR

» export ESPEAKER=server:16001

» ZJEIBTRIEH esd RIREFP L E L E B ARSS o
» esd ’H for cygwin 1Y) Windows hiZK




KDE |2

- artsd HYILAE E &

> fRS5im

» artsd -p 16001 -u

- %

» export ARTS_SERVER=server:16001

» ZJEB TV A artsd BT LS E LA

=piieEET:



shoutcast | #& kS5

» %24 shoutcast server
> [THEIRSS R, BB, AR
L SE R R IEEN AL E S, EF
y i{"%& Xmms
%< oddcastv2 for xmms dsp JH 1
o VIR E AR 5E R e [RIRE AT LAFE bmp FF A
» Bl oddcast T84, F5[A] shoutcast server

%f

& H 24
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theze. tzinghua. edu. cn: 64

B #Ftbihm Fltoogle

() s - PageRank. -u.u_ HERT E

1formation* [Z|Miscellaneous« mtlinev C@Recizer &% Toolsw []

Connected

Status Song History Listen Stream URL

Current Stream Information

Server Status: Serveris currently up and public.
Stream Status: Stream is up at 320 kbps with 0 of 256 listeners (0 unigue)
Listener Peak: 15

Average Listen

Time: 26m 13s

fr3d As In fr33d0m
Content Type: audio/mpeg

Stream Title:

Stream Genre: Pop
Stream URL:
Stream AIM:
Stream IRC:
Current Song:

Written by Stephen 'Tag Loomis, Tom Pepperand Justin Franke|
1998-2004




rdesktop

» rdesktop FT7E Linux | A7 1] Windows Hl,
> rdesktop # FHZ %Y
> f - eRE=
> -2 24 : fERE 24 N EXH
»-a 16 T & XP DL ERRA
»-a24 T2 2003 DL BRI
» -t sound:local - RFTEAE FE T 21 K3
v r FTE XP DL ERRR S FF
» -0 - 20, HHEHeSE
v -0 F5 22003 server LA _E RS ST FF
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rdesktop FiJ %

» tsclient J//RA

R

Connecti

on Profile

PE(G)
TEREmM

FERiD) | FHHEER) | BREP) | HEE(0)

THEAN(T)
Protocol:
HPF&U):
ERTIUNE
3l (M3

Client Hostname:

Protocol File:
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